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Improved Verification of Hardware Designs through Antecedent
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Abstract Static slicing has shown itself to be a valuable
tool, facilitating the verification of hardware designs. Inthis
paper, we present a sharpened notion,antecedent conditioned
slicing that provides a more effective abstraction for reduc-
ing the size of the state space. In antecedent conditioned
slicing, extra information from the antecedent is used to per-
mit greater pruning of the state space. In a previous version
of this paper, we applied antecedent conditioned slicing to
safety properties written in propositional logic, of the form
G(antecedent =⇒ consequent). In this paper, we use an-
tecedent conditioned slicing to handle safety and bounded
liveness property specifications written in temporal logic.
We present a theoretical justification of our technique. We
provide experimental results on a Verilog RTL implementa-
tion of the USB 2.0 functional core, which is a large design
with about 1100 state elements (10331 states). The results
demonstrate that the technique provides significant perfor-
mance benefits over static program slicing using state-of-
the-art model checkers.

Keywords Hardware Verification, Model Checking,
Program Slicing, LTL property, Antecedent Conditioned
Slicing, Hardware Description Languages, Verilog RTL

1 Introduction

Abstraction techniques have been widely used to reduce the
state space explosion problem in model checking [6]. Al-
though model checking has been successfully employed in
hardware verification, formal verification at the full chip level
is still a challenging problem. Simulation based verification
techniques are applied for large parts of the chip. Many state
space reduction techniques have been applied to alleviate
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the increasing space requirements of model checkers. These
techniques have mostly been applied at the boolean netlist
(gate) level. It is also possible to apply these techniques at
the register transfer level (RT-Level), which is typicallyde-
scribed using hardware description langauages (HDLs). It
has been shown that this leads to significant benefits over
gate level manipulation of hardware. This is due to the mod-
ularity and the intuitiveness that accompany RT-Level oper-
ations. Additionally, these source-to-source transformations
can borrow techniques from software because of their struc-
tural similarity to software programs.

Program Slicing, introduced by Weiser[34,32] is a widely
used abstraction technique used to statically analyze pro-
grams and retain parts of the source code relevant to the
application [33,15]. Program slicing (or static slicing) has
been used for a variety of tasks, including debugging [33],
maintainence [15] testing [12]. within a behavioral domain.

Program slicing has been applied to various software en-
gineering disciplines where manipulation of large programs,
and hence their decomposition is desirable. In the past, pro-
gram slicing has been extended to HDLs [7,17,29]. Program
slicing has also been successfully applied to hardware ver-
ification by Clarke et al [7,30]. A variation of static pro-
gram slicing, that improves over it isconditioned slicing[2,
4]. Conditioned slicing augments static program slicing by
specifying some initial states of interest in the slicing crite-
rion. Conditioned slicing has been shown to produce smaller
and more meaningful abstractions than static slicing. Con-
ditioned slicing has been used for program comprehension
[21], reuse [4], migration [3] and re-engineering [5].

In this paper, we introduce an abstraction technique for
property based hardware verification using conditioned slic-
ing, calledantecedent conditioned slicing. The principle of
our verification technique is to use the information provided
by the antecedent in a given LTL [22,20] property to prune
the verification state space. We use the information from the
antecedent in a given property specified in temporal logic
to apply conditioned slicing to programs written in Verilog
RTL. We form source-code level abstractions,antecedent
conditioned slicesthat are more precise and relevant than
static program slices.
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Conditioned slicing has been defined for programs in
software. We extend conditioned slicing to HDLs. We ar-
gue that our technique is effective for hardware verification
and provide a theoretical basis for it. We also provide exper-
imental results to show the substantial performance gains of
using this technique, as compared to state-of-the-art model
checking techniques. Experiments are shown on an RTL im-
plementation of the USB 2.0 protocol.

In a previous version of this work [26], we showed the
application of our technique to safety properties of the form
G(antecedent =⇒ consequent). Safety properties writ-
ten in propositional logic form a simpler class of proper-
ties and have limited applications. In order to be useful at
any reasonable scale, temporal properties have to be dealt
with. In this paper, we extend this idea of conditioned slicing
based verification to safety and bounded liveness properties
written in temporal logic. We show the modifications and
the clauses in our algorithm to incorporate these temporal
properties. We handle properties written in LTL, of the form
G(antecedent =⇒ Xconsequent), andG(antecedent =⇒
EFconsequent), where theantecedent andconsequent can
also be temporal logic formulae.

The principal contributions of this paper are:

– We extend conditioned slicing to HDLs and apply it to
verification.

– We introduce a novel abstraction technique for verifica-
tion, antecedent conditioned slicing. To the best of our
knowledge, this is the first time that information from
the antecedent of an LTL property has been exploited for
creating abstractions.

– We do not operate on a model of the hardware, but the
actual RT-Level implementation of the design. This, ac-
cording to [1] is a relevant issue in contemporary hard-
ware verification environments.

– Our abstractions are relatively simple to apply, since they
only involve statement deletion. They do not require any
manual expertise or intervention.

The rest of this paper is organized as follows. Section 2
gives a background of slicing techniques and conditioned
slicing that are necessary for understanding our technique.
Section 3 show the dependence graph based techniques to
obtain a conditioned slice. Section 4 extends conditioned
slicing to HDLs. In Section 5, we introduce and describe an-
tecedent conditioned slicing using examples. Subsection 5.1
gives an algorithm for computing antecedent conditioned
slices, while Subsection 5.2 gives the theoretical basis for
our abstractions. In Section 6, we provide the experimental
results using our technique. We discuss the applications and
limitations of our technique in Section 7. We conclude with
Section 8.

2 Slicing Techniques

Slicing, in the most general sense, is a program transforma-
tion involving statement deletion, that preserves some pro-
jection of the semantics of the original program. The aspect

of the program that must be preserved is application spe-
cific, and is captured by the slicing criterion. We present
here, some necessary background for program slicing.

Definition 1 Static slicing criterion

A slicing criterion of a programP with an input alphabet
Σ, is a pair〈i, V 〉 such thati is a program point inP and
V ⊆ Σ.

A set of statementsIs is said toaffectthe values ofV at
i in a given slicing criterion〈i, V 〉, if Is defines a subset of
V that is used ini.

Definition 2 Static slice for programs

A slice S of a programP on a slicing criterion〈i, V 〉 is a
subset of the statements ofP that might affect the values of
V at i.

A static slice preserves the projection of the semantics of
the original program for every possible execution of the pro-
gram. This can result in very large slices. [21,18]. Many slic-
ing algorithms have been proposed to as variations of static
slicing, to create smaller slices [18,27,31]. A detailed survey
of program slicing techniques can be found in [28].

2.1 Conditioned Slicing

Canfora et al [2] introduced the notion ofconditioned slic-
ing, that forms a theoretical bridge between static and dy-
namic slicing. Conditioned Slicing augments static slicing
by introducing a condition that specifies the initial set of
states in the criterion. It does not give specific inputs, un-
like dynamic slicing. This slicing technique, therefore al-
lows slicing with respect to the initial constraints in the pro-
gram. We present some basic definitions of conditioned slic-
ing that appear in the literature.

Definition 3 Conditioned Slicing criterion

Let Σ be the input alphabet of the programP . Let C be a
first order predicate logical formula on the variables inΣ. A
conditioned slicing criterion is a triple〈C, i, V 〉, wherei is a
statement in the program, andV ⊆ Σ.

Definition 4 Conditioned Slicing for programs

A conditioned slice of a programP on a conditioned slicing
criterion 〈C, i, V 〉 consists of all the statements and predi-
cates ofP that might affect the values of the variables inV
at i, when the conditionC holds true.

Tip [27] introduced a more restricted form of conditioned
slicing called constraint based slicing. In all these cases, the
condition that specifies the set of initial states, and is used
for slicing is a first order predicate logic formula.

In situations where the initial set of constraints for the
program analysis are known, this technique can be employed
to get much smaller slices than those produced by static slic-
ing.
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Conditioned slicing has been automated with significant
success on C and WSL code [10,9]. More recently, analo-
gous to backward and forward slicing [25], backward and
forward conditioning were introduced. [14]. In forward con-
ditioning, a statement is deleted if, when the condition is
satisfied, it cannot be executed. In backward conditioning,a
statement is deleted if, when executed, it cannot lead to the
condition being satisfied. In this paper, wherever it appears,
conditioning refers to forward conditioning.

3 Dependence graph based slicing

Ottenstein and Ottenstein define slicing as a reachability prob-
lem in a dependence graph representation of the program
[24]. They use Program Dependence Graphs (PDGs) [13]
for static slicing of single procedure programs. The state-
ments and predicates of a program correspond to the vertices
of the PDG and the edges correspond to data and control de-
pendences between statements. In dependence graph based
slicing approaches, the slicing criterion is identified with a
vertexv in the PDG. Thei in the slicing criterion〈i, V 〉 cor-
responds tov in the PDG, whileV stands for the set of all
variables defined or used atv.

For slicing of multi-procedure programs, System Depen-
dence Graphs (SDGS) were introduced [16]. An SDG com-
bines theprocedure dependence graphsof all the called pro-
cedures of a program, alongwith theprogram dependence
graphof the main program by allowing edges that can model
procedure calls.

Let the program dependence graph for a programP , de-
noted byGP be a directed graph.

Definition 5 Control Dependence Edge

A control dependence edge fromv1 to v2, wherev1 is a
predicate vertex, denoted byv1 −→c v2, implies that the
truth of the predicate expression represented byv1 deter-
mines whether or notv2 is executed.

Definition 6 Flow Dependence Edge

A flow dependence edge fromv1 to v2, denoted byv1 −→f

v2, implies that there is some variablex, that is defined atv1

and used atv2 and there is an execution path fromv1 to v2

along which, there is no assignment tox.

3.1 Conditioned Slicing using PDGs

We present here, conditioned slicing, using a dependence
graph approach. To the best of our knowledge, such a treat-
ment of conditioned slicing has not been shown before.

Figure 1 shows an example program written in psue-
docode. The PDG for the program is shown in Figure 2. In
order to find a static slice for the program with respect to
slicing criterion〈11, B〉, we find all the reaching definitions
of B at node 11. Then, we find the set of all reachable nodes
from these nodes in the PDG. This set{1, 2, 3, 4, 6, 7, 9},

begin
1: read(N);
2: A = 1;

3: if (N < 0)
{

4: B = f(A);
5: C = g(A);

}
else

6: if (N > 0)
{

7: B = f’(A);
8: C = g’(A);

}
else

{
9: B = f’’(A);
10: C = g’’(A);

}
11: print(B);
12: print(C);

end

Fig. 1 Example Progam written in psuedocode
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Fig. 2 Program Dependence Graph of the program. The solid edges
denote data dependency and the dashed edges denote control depen-
dencies. The vertices in bold denote the Static slice of the program
with respect to the variable B at statement 11.

gives us the desired static slice. The nodes are shown in bold
in the figure. set of ALL reachable may be wrong write ver-
tices instead of nodes

Now, consider the conditioned slicing of the program
with respect to the slicing criterion〈C, 11, B〉, whereC cor-
responds to the predicate(N < 0). To obtain the condi-
tioned slice for a given predicateC, we project the PDG
with respect to the predicate, and then use the static slicing
algorithm on the projected PDG. Figure 3 shows the applica-
tion of this technique to obtain the conditioned slice for the
mentioned criterion. Initially, all the vertices in the graph
are drawn dotted. All the statements that would get executed
when the predicateC is satisfied, are marked, and the cor-
responding vertices in the graph are made solid. The graph
is then traversed only for solid (marked) vertices. The set of
all vertices reached during the traversal are made bold. This
set{1, 2, 3, 4} gives the desired conditioned slice. The con-
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Fig. 3 Conditioned Slice with respect to the predicate N ¡ 0. A vertex
is made solid if it is ever executed and made bold if it gets traversed
while computing the slice. The dotted vertices are not executed when
the predicate is true

ditioned slice, therefore, contains only those statementsthat
get executed whenC evaluates totrue. It is evident from this
example that the conditioned slice is typically much smaller
than the static slice.

4 Conditioned Slicing for HDLs

We present here, an extension of conditioned slicing to HDLs.
The HDL computational paradigm differs fundamentally from
traditional languages, since HDLs model non-halting, reac-
tive systems with concurrently running processes. The pro-
cesses are not explicitly called, as they are in a program’s
procedures. Instead, they communicate through signal de-
pendency[7]. In order to extend conditioned slicing for HDLs,
we use a few definitions from earlier work in program slicing
[34] and its extension to HDLs [7,29] with minor modifica-
tions. We also use extend the definitions from earlier work
in conditioned slicing [4,2].

Let M be a Verilog program2 with k concurrent pro-
cessesPi, such that‖k

i=1Pi, where‖ is the parallel compo-
sition operator [29]. The processes communicate with each
other through shared signals. The sensitivity list of a process
p is the list of shared signals that can cause the “calling” or
re-evaluation ofp. When a signal in the sensitivity list gets
assigned,p is re-evaluated or called with the new value of
the signal.

Definition 7 Signal dependence

A process regionP is said to be signal dependent on a state-
menti, if i assigns a value to a signal which is present in the
sensitivity list ofP .

Definition 8 Inter process CFG

An inter-process control flow graphG for a Verilog program
is the structure〈G1, G2 . . . Gk, Esd〉 whereG1, G2 . . . Gk

2 The term “program” is used with the same meaning as in [7] for
VHDL designs. A Verilog program is a set of concurrent processes that
executes as a series of simulation cycles.

are the control flow graphs representing the processes in the
program, andEsd is the set of edges representing the signal
dependencies between the processes.

Definition 9 Inter process SDG

An inter-process def/use graph for a Verilog program is a
structure〈G, Σ, D, U〉, whereΣ is the set of signals in the
program,D is a function mapping the nodes ofG to ∆(Σ)
andU is a function mapping the nodes ofG to γ(Σ), where
∆(Σ) is the set of signals defined andγ(Σ) is the set of
signals used in the statements corresponding to the nodes.

This graph is also called a system dependence graph.
Program Slicing of HDLs has been modeled as a depen-
dence graph node reachability problem in [7]. Each concur-
rent process has a corresponding PDG. The PDG for each
process is modified for HDLs by making provision for inter-
process communication through signals. Implicit procedure
calls are generated in the inter-process control flow graph,
whenever a signal is potentially assigned. The PDGs of the
processes are connected appropriately to form a System De-
pendence Graph (SDG). The slices are computed by follow-
ing the chains of dependences represented in the edges of
the SDG. We extend the node reachability problem to in-
clude conditioning of HDLs.

Definition 10 Static Slicing for HDLs

An inter-process sliceSp within a M , on a given crite-
rion 〈i, V 〉 is an executable subset ofM obtained recursively
containing all the statements that may affect the values ofV
at i within the process P in whichi is defined, and all the
slices on the slice criterion〈is, Vs〉 where is is the set of
statements defining the set of signalVs on which processP
is dependent.

Definition 11 Conditioned process

A conditioned processP (C), for a processP and a condition
C, is an entity containing the set of statements ofP that can
be executed whenC holds true.

Definition 12 Conditioned Program

A conditioned program with respect to the conditionC is
represented asM(C) ≡ ‖k

i=1P (C)i whereP (C)i is a con-
ditioned process.

Definition 13 Inter-process Conditioned Slicing

An inter-process conditioned sliceSc for a Verilog program
M , on a given criterion〈C, i, V 〉 is a subset ofM obtained
recursively containing
a) all statements in the scope of conditionC, that affect the
values ofV at i within the processP wherei is defined
b) all the conditioned slices with respect to the slice criterion
〈C, is, Vs〉, whereis is the set of statements that define the
set of signalsVs on whichP is signal dependent.

The conditioned slice of a Verilog programM can be
computed using its SDG representation. The conditionC in
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the slicing criterion is applied to all the PDGs of all the pro-
cessesPi in M . The resulting conditioned processP (C)i is
marked in its PDG. The conditioned programM(C), is thus
obtained from all the conditioned processes.M(C) is now
marked on the SDG. The conditioned slices are computed
by finding the transitive closure of the control, flow and sig-
nal dependencies of the conditioned program,M(C) in the
SDG.

Figure 4 illustrates an example program of a hardware
system, in Verilog HDL. The three processesP1,P2 and
P3 correspond to the concurrently executingalways@...
blocks in Verilog. The parentheses of the always blocks list
the signals on which each process is dependent. Now, con-
sider the slicing criterion〈C, endP1, result〉, whereC cor-
responds to the predicatevalid = true and endP1 corre-
sponds to theend statement of processP1. We apply this
predicate on each of the three processes, to obtain the corre-
sponding conditioned processes,P (C)1, P (C)2 andP (C)3.
The resulting conditioned program,M(C), is shown in Fig-
ure 5. The portions of the code which can be executed, when
the predicatevalid is true, are shown. The conditioned pro-
gram is now analyzed for determining the slice with respect
to the given criterion. The transitive closure of the data, con-
trol and signal dependencies of the relevant variables yields
the program of Figure 6. It can be seen thatP2 is included
in the slice due to the signal dependence ofP1 on P2 with
respect to the variablereset. The statement inP3 is elimi-
nated, since the variables in the slicing criterion do not have
any dependencies on it. However, the process stub is main-
tained, in order that the behavior of the slice with respect
to fairness constraints remains the same as the original pro-
gram.

5 Antecedent conditioned slicing

We use conditioned slicing for verification of hardware de-
signs described in Verilog HDL. Our technique aims at re-
ducing state space of the design, by slicing away the parts
of the design irrelevant to the property being verified. We
assume that the properties are specified as temporal logic
formulae specified in LTL.

For these properties, we can use the antecedent to spec-
ify the set of initial states that we are interested in.The an-
tecedent therefore, forms the condition in the slicing crite-
rion. All the statements that would get executed when the
antecedent is true (or the condition is satisfied) are included
in the slice. The statements on the paths that cannot get ex-
ecuted when the antecedent is false, are removed. The re-
duced program still preserves its behaviorwith respect to the
property being checked. We therefore create property pre-
serving abstractions using conditioned slicing.

All prior art in verification using program slicing uses
static program slicing techniques. While slicing propertyspec-
ifications written in temporal logic, these techniques retain
the set of all statements of the program where the antecedent
is true,as well as those where it is not. This is because static

slicing retains all possible executions of the relevant vari-
ables.

However, in property based verification,we do not need
to check the states where the antecedent is false.In these
cases, static slices might be too large and include statements
that are not of interest. We introduce a precise abstraction
on the basis of conditioned slicing,antecedent conditioned
slices.

The key idea in these abstractions is that they utilize in-
formation from the antecedent. Antecedent conditioned slic-
ing, therefore, forms more meaningful abstractions than static
slicing.

These are also significantly smaller slices, that can re-
duce verification state space significantly. We describe them
in detail in the next section.

5.1 Computing antecedent conditioned slices

In our property language, we permit LTL propertiesh of the
form

G(a =⇒ c)
G(a =⇒ X=nc)
G(a =⇒ a Usc)

wherea andc are propositional formulas
X=nq means at distancen ≥ 0, q holds, i.e XXX . . . n
times.
Us represents the strong until.

We also permit bounded LTL properties, that we repre-
sent by[h]k for a given boundk. We detail the theoretical
basis for bounded LTL properties, since we want to justify
our experiments that were performed using a bounded model
checker. We permit bounded properties of the form

[G(a =⇒ c)]k

[G(a =⇒ X=nc]k

[G(a =⇒ Fc]k

Definition 14 Antecedent conditioned slice

Let h be a bounded LTL formula with a boundk. Let h =
[G(a =⇒ C)]k, whereC represents any of the permitted
LTL formulas in our property language anda is a proposi-
tion. Let Vh be the set of all variables inh. The antecedent
conditioned sliceSa with respect to the slicing criterion〈a, i, Vh〉
is a subset ofP such that,
If C = X=n, 0 ≤ n ≤ k, Sa consists of

(a) Conditioned slice ofP with respect to the slicing crite-
rion 〈a, i, Vh〉

(b) All the statementss that can be executedn time steps in
the future

(c) All static slices with respect to〈is, Vs〉whereVs is the set
of variables ins andis constitutes the set of statements
where every variable inVs is defined.

If C = F , Sa consists of
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P1 P2 P3

always @(clk or reset) always @(clk) always @(clk or flag)
begin begin begin
if (valid) reset = init; start = flag;

{ if (valid) end
result = a+b; {

} flag = 1;
else }

{ else
result = a-b; {

} flag = 0;
}

end end

Fig. 4 Example Verilog program. The three “always” blocks represent concurrent processes.

P1 P2 P3

always @(clk or reset) always @(clk) always @(clk or flag)
begin begin begin

if (valid) reset = init; start = flag;
{ if (valid) end
result = a+b; {
} flag = 1;

}
end end

Fig. 5 The conditioned program, for the predicate (valid = true). Each process is a conditioned process.

P1 P2 P3

always @(clk or reset) always @(clk) always@(clk or flag)
begin begin begin

if (valid) reset = init;

{ end end
result = a+b;
}

end

Fig. 6 The slice obtained by statically slicing the conditioned program.

(a) Conditioned slice ofP with respect to the slicing crite-
rion 〈a, i, Vh〉

(b) All the statementss that can be executedk time steps in
the future

(c) All static slices with respect to〈is, Vs〉 whereVs is the set
of variables ins andis constitutes the set of statements
where every variable inVs is defined.

We outline the algorithm for computing the antecedent
conditioned slice for different classes of LTL formulae in
Figure 7.Sa is the required antecedent conditioned slice.

The procedureantecedent conditioned slice() computes
the antecedent conditioned slice over all time stepsn 1. The
antecedent conditioned slice at every time stept + 1, Pt+1

1 In Verilog programs describing sequential hardware circuits, a
clock is explicitly modeled in the design. Successive time steps are,
therefore, according to the progression of this clock. In terms of the
Kripke structure of programP , computingn time steps corresponds to
n transitions.

is recursively defined as the entity obtained by slicing the
antecedent conditioned slice of the previous time step,Pt

with respect to the antecedent in the current time step,Ct.
(Other conditions in the slicing criteria are as given in the
algorithm.)

This simply means that all the statements that would get
executed when the antecedent is true in the current time step,
are retained, along with all the statements in future time
steps that would be executed when the antecedent is true.

The procedureget conditioned slice() computes the con-
ditioned slice for a given conditioned slicing criterion〈C, e, V 〉.
A statement is retained in the slice if it is executed when the
conditionC holds true, and deleted if it is executed when
C is false. If it does not depend on the truth value ofC, it
is retained in the slice. The resultingconditioned program
is then statically sliced with respect to the slicing criterion
〈e, V 〉. This ensures that all the statements that affect the
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Algorithm antecedent conditioned slice (P : Verilog program,
h : LTL property)

begin
h = [G(a =⇒ C)k]
P0 = P ;
if C = c,

Sa = get conditioned slice(P, 〈C, e, Vh〉);
else if C = Xnc

for every time step t > 0, while t < n
begin

Pt+1 = get conditioned slice(Pt, 〈Ct+1, e, Vh〉);
Sa = Pn;

end
else if C = Fc

for every time step t > 0, while t < k
begin

Pt+1 = get conditioned slice(Pt, 〈Ct+1, e, Vh〉);
Sa = Pk;

end
end

get conditioned slice (P , 〈C : condition, e, V 〉)
begin

S = P ;
for every process p in P /*process where e is

defined */
for every statement x in p

if x is executed when C is true
retain(x); /*retain x in S*/

else if x is executed when C is false
S = S − x; /* slice x */

else if x does not depend on a truth value of C
retain(x);

for every variable vsens in process p’s sensitivity list
/* conditioned slice of signal

dependencies */
S = get conditioned slice(S, 〈C, esens, vsens〉)
S = get static slice(S, 〈e, V 〉);

return(S);
end

get static slice (P : Verilog program, 〈e : program point,
V : set of variables 〉)

begin
Q = P
for every variable v ∈ V

if v is not an input
for every statement x is the statement at point p in P

if x defines v as d(v)
retain(xv)
Q = get static slice(Q, 〈p, d(v)〉)

else
Q = P − x

return Q
end

Fig. 7 Algorithm for antecedent conditioned slicing.

variablesV in the conditioned program are retained and the
others are deleted.

The procedureget static slice() describes the procedure
to obtain a static program slice. We have given a high level
overview of this algorithm, as applied to programs, to ease
understanding. The details of applying this to HDLs can also
be found in [29,7].

In the verification step, the antecedent conditioned slice
Sa is passed through a model checker along with the prop-

ertyh. In case the property is not verified, a counterexample
is returned.

Figure 8, shows a typical Verilog state machine that we
use to illustrate antecedent conditioned slicing.

always @ (clk)
begin
state = next;
case(state)

S1:
begin
count = 1;
next = S2;

S2:
begin
count = 2;
next = S3;

S3:
begin
count = 3;
next = S4;

S4:
begin
if (flag)

next = S1;
else

next = S4;
endcase
end

Fig. 8 Example Verilog code showing a state machine

Let h1 be an LTL formula whereh1 = [G((state =
S4) ∧ (flag) =⇒ (next = S1))]k. This is of the form
[G(a =⇒ c)]k. Now, the static slice will retain all the
statements which define the variablestate alongwithnext,
flag, S4 andS1. However, in the antecedent conditioned
slice, we can get rid of the statements that define state, but
do not appear in the antecedent, as explained in the algo-
rithm. So, the antecedent conditioned slice is an intersection
of the antecedent conditioned slices with respect to the cri-
teria 〈(state = S4), end, {state, S4, f lag, next, S1}〉 and
〈(flag, end, {state, S4, f lag, next, S1}〉. This is shown in
Figure 9(a). It may be noted that according to Definition 13,
althoughnext is defined in the other states, it is in the scope
of the condition (antecedent) only in the portion of code in-
cluded in the slice.

Let h2 be an LTL formula such thath2 = [G((state =
S1) =⇒ X(state = S2))]k. This is of the form[G(a =⇒
Xc)]k. In the antecedent conditioned slice, we will include
all the statements that correspond to the conditioned slice
with respect to〈(state = S1), end, {state, S1, S2}〉. To
this, we include all the statements that will be executed in
the next clock cycle, since there is anX operator in the for-
mula. The resulting antecedent conditioned slice is shown as
the code on the right in Figure 9(b).
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always @ (clk)
begin
state = next;
case(state)

S4:
begin
if (flag)

next = S1;
end

endcase
end

(a) Antecedent conditioned slice forh1

always @ (clk)
begin
state = next;
case(state)
S1:

begin
next = S2;

S2:
begin

next = S3;
endcase

end

(b) Antecedent conditioned slice forh2

Fig. 9 Antecedent conditioned slices of Figure 8 for propertiesh1 andh2

5.2 Verification using antecedent conditioned slicing

Let M = (S, R, I) be the Kripke structure representing a
Verilog programP , whereS andR represent the states and
the transitions andI represents the set of initial states of the
program.

Each LTL propertyh is interpreted over full paths of the
underlying structure. Each bounded LTL property[h]k is in-
terpreted over finite paths of lengthk in the underlying struc-
ture. Then, forM , we defineM |= h to mean∀ full paths
x ∈ M starting at anys0 ∈ I, M, x |= h.

For bounded formulas[h]k, we defineM |= [h]k to mean
∀ finite pathsx = s0, s1 . . . sk ∈ M starting ats0 ∈ I,
M, x |= h in the standard temporal semantics for finite time-
lines.

Let h be a bounded LTL formula of the form[G(a =⇒
c)]k.. The antecedent conditioned slice ofP with respect to
the criterion〈a, i, V 〉 is shown byP|a. From the algorithm
in Definition 14,P|a comprises only those set of states of
P , where the antecedenta is true. LetN = (S′, R′, I ′)
be the Kripke structure representing the Antecedent condi-
tioned sliceP|a, such thatS′ andR′ represent the states and
the transitions andI ′ = I. In general, the slice structureN
for M and boundk is the substructure ofM comprisingM|a,
or the set of states inM that satisfya, and those states ofM
at a distance at mostk from M|a.

For h = G(a =⇒ c), a bound of0 suffices, and the
sliceN for M is justM|a.

For h = G(a =⇒ X=kc), h = [G(a =⇒ c)]k,
h = G(a =⇒ F≤kc), h = [G(a =⇒ Fc)]k, h =
[G(a =⇒ a Usc)]

k, a bound ofk suffices and sliceN
corresponds toM|a and all the states ofM at a distance of
at mostk from M|a.

For the special case whenh = [G(a =⇒ X=n)]k and
n ≤ k , we can define sliceN to consist ofM|a and all the
states ofM at a distance of at mostn from M|a. We will
use this streamlining in our experimental results wheren is
typically of the order of2 or 3 andk = 50.

In order to prove the correctness of antecedent condi-
tioned slicing, we need to prove that the propertyh holds on
the original program if and only if holds on the antecedent
conditioned slice.

We state the correctness theorem for all the LTL formu-
las discussed above and outline an illustrative proof.

Theorem 1 M |= h ⇐⇒ N |= h where
h = [G(a =⇒ c)]k.

Proof:
We say a statet ∈ M is “close” if there a pathx ∈

M from some initial states0 ∈ I to t of length at mostk.
Let M |= h. Then,N |= h due to the following reasoning.
All “close” states inM satisfy a =⇒ c. SinceN is a
substructure ofM , this is also true of all the close states in
N . Now,let N |= h. Then,M |= h due to the following
reasoning. All close states inN satisfya =⇒ c. These
states include all the close states ofM|a. Thus all close states
of M that satisfya must also satisfya =⇒ c. All states of
M that satisfy¬a, including the close states, satisfya =⇒
c vacuously.

Therefore, we infer that all close states ofM satisfya =⇒
c. QED.

Theorem 2 M |= h ⇐⇒ N |= h whereh is one of the
following
G(a =⇒ X=kc)
G(a =⇒ F≤kc)
[G(a =⇒ Fc)]k

[G(a ⇒ X=nc)]k, 0 ≤ n ≤ k
[G(a =⇒ a Usc)]

k

We outline the proof for the correctness of the antecedent
conditioned slice for an illustrative formula, whereh = [G(a ⇒
Fc)]k.

Proof:
We need to prove thatM |= h ⇐⇒ N |= h. Let

k− shell be the states reachable from forward or backwards
paths of lengthk from every state inM|a. N = M|a + k −
shell.

Let M |= h. Then,N |= h due to the following reason-
ing. All “close” states inM satisfya =⇒ c. SinceN is a
substructure ofM , this is also true of all the close states in
N .

Let N |= h. Then,M |= h due to the following reason-
ing. Pick an arbitrary pathx of lengthk in M .
Case 1: x ∈ M|a
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All close states inN satisfya =⇒ Fc. These states
include all the close states ofM|a. Thus all close states of
M that satisfya must also satisfya =⇒ Fc. Therefore all
states ofx satisfya =⇒ Fc.

Case 2: x 6∈ M|a This meansx starts in a state that satis-
fies¬a. Letx remain in¬a within thek−shell. In this case,
the distance is too much to cover ink steps, andx will never
reachM|a. Therefore, all states ofx satisfy¬a, and thereby
satisfya =⇒ Fc vacuously.

Case 3: x 6∈ M|a This meansx starts in a state that sat-
isfies¬a. Letx not remain in¬a within thek − shell. Letx
exit thek − shell and enterM|a. In this case, by the reason-
ing in Case 1, all states inx satisfya =⇒ Fc. QED.

The proofs for the other formulas are similar.

6 Experimental Results

We provide experimental results on the Verilog RTL imple-
mentation of the USB 2.0 Function Core. The USB is a stan-
dard interconnect between computers and peripherals. This
core operates at full and high speed rates (12 and 480 Mb/s).
The source code can be found at [8]. The properties cho-
sen for verification were from the USB 2.0 core specifica-
tion document [11]. These properties were involved with the
many state machines in the implementation, and were essen-
tially control based properties. The safety and bounded live-
ness properties expressed in temporal logic have been listed
below as LTL formulae , wherek is the bound (in this casek
= 50) and also explained in English, for the sake of readabil-
ity. The variables used in the LTL formulae are the signal
names in the Verilog code. The Verilog state machines that
correspond to the given property are given in parentheses.

– P1: G((state == SPEED NEG FS) ⇒ X((mode hs)∧
(T 1 gt 3 0ms) ⇒ (next state == RES SUSP )))
If the machine is in the speed negotiation state, then in
the next clock cycle, if it is in high speed mode for more
than 3ms, it will go to the reset/suspend state. (Main
State Machine)

– P2: G((state = IDLE) ∧ (ep stall) ∧ (pid PING) ∧
(mode hs) ⇒
¬(token = ACK)). If the machine is in the IDLE state
and high speed mode, if a stall is forced, then a PING
token is ignored (or an acknowledgement is not sent out.)
(Main Protocol State Machine)

– P3: G((tokenout)∧(buf0 na)∧(buf1 na) ⇒ (signal =
NACK)). If the OUT token is received and both buffers
are not available, the NACK handshake is issued. (Main
Protocol State Machine)

– P4: G(¬(suspend clr) ⇒ ¬(state = RESUME)∧
¬(state = RESUME REQUEST )). If the suspend
bit is not cleared, then the machine is not resuming from
the SUSPEND state. (Main State Machine)

– P5: G((crc5err) ∨ ¬(match) ⇒ (state = IDLE) ∧
¬(send token)). If an packet with bad CRC5 is received,

or if there is an endpoint field mismatch in the IDLE
state, then the token is ignored. (Main Protocol State Ma-
chine)

– P6: G((state == CRC1) ∧ (tx ready) ⇒
X(tx ready ⇒ X(state == IDLE)))
If the machine is ready to transmit in the CRC state, the
IDLE state should be reached after two states. (Trans-
mit/Encode State machine.)

– P7: G((state == OUT 2B) ∧ ¬(abort)
∧¬(pid sequence err) ∧ ¬(no bufs)
∧¬(to small) ∧ ¬(to large)
⇒ (token pid sel d == ACK))
If the machine is in the OUT state, and it is not aborted,
and there is no error in the process id, and buffers are
available and the data is not too small or too large, then
an acknowledgement token is sent out. (Main Protocol
State Machine)

– P8: G((state == SPEED NEG J)∧
(chirp cnt inc) ∧ (chirp cnt == 3′h1)
⇒ F (state == SPEED NEG HS))
If the machine is in the “J” speed negotiation mode and
a counter is initialized, then eventually, high speed mode
is reached. (Main State Machine)

– P9: G((state == RESUME WAIT )∧
¬(idle cnt clr) ⇒ F (state == NORMAL))
If the machine is waiting to resume operation, and a counter
is set, eventually (after 100 mS) it will return to normal
operation. (Main State Machine)

– P10: G((state == OUT ) ∧ (abort) ⇒ X(state ==
IDLE))
In any OUT state, if theabort signal is asserted, the ma-
chine gets into IDLE mode. (Main Protocol State ma-
chine)

– P11: G(((state == SPEED NEG K)
∨(state == SPEED NEG J)) ∧ (se0 long)
⇒ (XX((T 1 gt 3 mS) ∧ (mode hs))
⇒ (state == RES SUSP )))
If the machine is in the speed negotiation state, andse0
is asserted for a long time, then if after two cycles, the
machine is in high speed mode and 3 mS have elapsed,
the machine will either go into RESET or SUSPEND
states. (Main State Machine)

– P12: G(¬(wb req) ⇒ (state == IDLE))
If a writeback request is not received, the machine re-
mains in the IDLE state. (Interface State Machine.)

– P13: G((state == IDLE)∧(match r)∧¬(ep disabled)
∧¬(pid SOF ) ⇒ (state == IDLE))
If there is an endpoint mismatch and an SOF token is not
received, then the machine remains in the IDLE state.
(Main Protocol State Machine)

We used the SMV [23] model checker for our experi-
ments. All experiments were performed using a 3GHz In-
tel Pentium 4 processor with 1 GB ram. Since the USB is a
large design with approximately10331 state elements, model
checking this design using SMV alone resulted in memory
overflow. Hence, in order to provide a baseline for our tech-
nique, we use Bounded Model Checking with a uniform
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Property BMC BMC BMC Conditioned Proof
Checked Original Static Sliced Slicing Result

P1 11.47 11.02 0.96 Unsat
P2 43.59 41.31 30.37 Unsat
P3 136.3 87.95 44.14 Unsat
P4 27.36 27.02 0.75 Unsat
P5 227.27 201.07 39.27 Unsat
P6 304.51 100.14 0.76 Unsat
P7 68.95 42.69 9.86 Unsat
P8 15.57 8.26 1.17 Sat
P9 19.56 4.8 1.32 Sat
P10 477.53 361.37 13.87 Unsat
P11 2.16 2.01 0.96 Unsat
P12 85.24 81.12 0.7 Unsat
P13 85.49 44.55 4.69 Unsat

Table 1 Comparison of execution times (in seconds) taken for veri-
fication of properties by the original program, the static slice and the
antecedent conditioned slice. A bound of 50 was given to BMC for all
experiments.

bound of 50 for all properties. The results were generated
using the SAT-based BMC utility of the Cadence-SMV tool.

The results of our experiments are presented in Table 1.
The first and second columns provide the execution times of
BMC when running on the original program, and when run-
ning on the static slice with respect to a given property. In
the third column, we show the performance increase due to
the application of conditioned slicing. We can observe that
the performance increase in BMC due to static slicing is not
very high as compared to the original program. In contrast,
there is a tremendous gain in bounded model checking per-
formance due to antecedent conditioned slicing of the de-
sign, when compared to the original as well as the statically
sliced design. We will discuss the import of these results in
the next section.
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Bound on BMC

Fig. 10 Graph showing the performance gain of antecedent condi-
tioned slicing for increasing bounds on BMC

PropertiesP1 to P7 andP10 to P13 are safety proper-
ties.P8 andP9 are liveness properties. Since no counterex-
amples to these properties are generated within the given

bound, the safety properties are partially verified. The live-
ness properties do not find a sequence that satisfies the prop-
erty for the given bounds. We increased the bounds on these
properties with significant performance gains.

Figure 10 shows the performance of some sample prop-
erties after applying our algorithm for increasing bounds of
BMC. We find that there is a spectacular increase in perfor-
mance due to antecedent conditioned slicing of the RT-Level
design. We placed a reasonable bound of 50 on the number
clock cycles we verified. Communication protocol designs,
however, need to be verified for much higher bounds. As the
bound increases, the performance gain scales too.

Our algorithm performs well even on safety properties
that do not hold and produce a counterexample as well as
liveness properties that hold within the given bound.. We do
not reproduce them here, since they require different bounds
each time.

7 Discussions

An important issue we’d like to address is the improvement
of conditioned slicing over static slicing. Static slicinghas
been applied to HDL verification before, with performance
speedups. However, theoretically, static program slicinghas
not been shown to be different from thecone of influence re-
duction(COI) used by existing model checkers [19]. Clarke
et al [7], while comparing their static slicing technique to
COI reductions, mention that COI reduction is similar to
building a dependence graph for the program, and then deci-
phering relevant variables using graph reachability. The de-
pendence graph may be constructed on the HDL source code
(slicing), or on the synthesized netlist. This shows that the
only difference between static slicing and COI reductions,
is their application domain (pre or post encoding). Semanti-
cally, the two are not different. Any performance gains due
to static slicing, therefore, are due to the ease ofmodel gen-
eration, as opposed to that ofmodel verification.

In contrast, conditioned slicing creates a different pro-
gram (or design) from static slicing or COI reductions. The
antecedent conditioned slice forms a new entity that does not
bear similarity in structure or meaning to the original pro-
gram, but retains the behavior with respect to the property
in question. The performance gains due to antecedent con-
ditioned slicing, therefore, are due to the powerful abstrac-
tions created by this technique. Although when combined
with static slicing, the overall performance gain may include
the model generation component, the tremendous gains in
performance are primarily due to the reduction in the com-
plexity of model verification.

Our algorithm for antecedent conditioned slicing is en-
tirely structural and based on syntactic transformations.Con-
sequently, it suffers from some inherent weaknesses. For in-
stance, the efficiency of the algorithm depends on the type of
property being verified and the structure of the program be-
ing verified. In the case of semantic transformations, like ab-
stract interpretation etc., the effectiveness of the abstraction
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is not property or program dependent. Also, when a prop-
erty requires reasoning over many time steps, the size of the
antecedent conditioned slice increases. In the case of prop-
erties where the antecedent changes, all future behavior of
the program would need to be retained for each time step. In
these cases, the antecedent conditioned slice would not be
too much smaller than the original program.

However, when applied to specific practical applications
and properties, the abstraction can be very useful in reduc-
ing state space. In that respect, processor verification is an
excellent application for our abstractions. The antecedent,
which is the instruction word in the single instruction ma-
chine, does not change through the duration of the property.

8 Conclusions

In a preliminary version of this work [26], we have shown
that our technique is effective for the simple case of safety
properties written in propositional logic, of the form
G(antecedent =⇒ consequent). In this paper, we have
demonstrated that our abstraction based property verifica-
tion technique using antecedent conditioned slicing is ef-
fective for safety and bounded liveness properties writtenin
temporal logic. Our proposed methodology has been shown
to maintain correctness. It lends itself easily to automation,
especially to be built on existing model checkers. Our ab-
stractions, antecedent conditioned slices, are exact, andthere-
fore do not produce spurious counterexamples and false neg-
atives. Of course, the accompanying disadvantage is the loss
of generality due to the property specific nature of the ab-
straction. The experimental results show that the technique
scales very well, and produces exponential performance speedups
when compared to state-of-the-art techniques. The technique
therefore seems very promising and can be applied to dif-
ferent domains of hardware and software verification, like
verification of microprocessors and device drivers. Future
work would focus on these varied verification application
domains, where state-of-the-art model checkers are not very
efficient.
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